_ UBND TINH QUANG BINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap — Tu do — Hanh phiic

Sb: 2413 /STTTT-TTCNTT Qudng Binh, ngay 26 thang 11 nam 2024

VIV canh béo chién dich tAn cong c6 chua dich
cua nhém APT Earth Estries

Kinh guri:
- Van phong Tinh ty, Van phong BDoan PBQH & HDND tinh;
- Van phong UBND tinh;
- Céc s0, ban, nganh, t6 chirc doan thé cép tinh;
- UBND céc huyén, thi xa, thanh phé.

S& Thong tin va Truyén thong nhan dugc Cong van sd 2448/CATTT-NCSC
ngay 22/11/2024 cta Cuc An toan thong tin - Bo Thong tin va Truyén thong vé
viéc canh bao chién dich tn cong co6 chu dich cuia nhom APT Earth Estries.

Theo d6, Trung tim Giédm sat an toan khong gian mang qubc gia (NCSC),
Cuc An toan thong tin, Bo Thong tin va Truyén thong, da phat hién va ghi nhan
thong tin lién quan dén chién dich tin cong c6 chu dich cia nhém APT Earth
Estries. Nhom sir dung hai chudi tan cong c6 diém twong dong voi nhau dé khai
thac 16 hong an toan thong tin ton tai trén cac hé thong nhu may chu Microsoft
Exchange, cong cu quan 1y adapter mang, muc tiéu chu yéu 1a cac don vi quan
Iy ha ting mang va hé thong thong tin quan trong. (Phu luc kém theo).

Nham dam bao an toan thong tin cho hé thong thong tin cia Quy co quan,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va
Truyén thong dé nghi Quy co quan quan tdm chi dao, thuc hién:

1. Kiém tra, ra soat hé théng thong tin dang sir dung c6 kha nang bi anh
hudng boi cac chién dich tin cong trén. Cha dong theo ddi cac thong tin lién
quan dén dén cac chién dich tan cong mang nham thuc hién ngan chan sém,
tranh nguy co bi tdn cong.

2. Tang cudng giam sat va san sang phuong an xu ly khi phat hién c6
dau hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh
canh bao cua cac co quan chiic ning va cac to chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co tin cong mang.

Trong truong hop can hd tro, Quy co quan lién hé Trung tim Cong nghé
thong tin va Truyén thong thuéc S& Thong tin va Truyén thong (Pon vi thuwong
truc Doi Ung clru sw ¢é an toan thong tin mang cua tinh); dién thoai:
0232.3856696; email: ungcuusuco@quangbinh.gov.vn.
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Rat mong dugc su quan tdm, phdi hop cta Quy co quan./.
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Phu luc

THONG TIN CHI TIET VE CHIEN DICH TAN CONG

(Kém theo Cong vain sé 2413 ISTTTT-TTCNTT, ngdy 26/11/2024
ciia S6 Théng tin va Truyén théng Qudng Binh)

1. Théng tin chi tiét cac chién dich tan cong

Trung tim Giam sat an toan khong gian mang qubc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan chién dich tin cong c6 chi dich cia nhom APT
Earth Estries. Nhom Earth Estries thuc hién cac chién dich tn cong tinh vi bﬁng

cach khai thac 15 hong trén cac hé théng nhu Microsoft Exchange va cong cu quan
Iy adapter mang. Nhom st dung cac ma doc nhu Cobalt Strike, Crowdoor,

Zingdoor, va SnappyBee d¢ 1ay lan, duy tri két ndi, thu thap dir liéu va che giu luu

luong mang thong qua proxy ndi bd, déng thoi lién tuc cap nhat cong cu dé né
tranh phat hién. Cac dit liéu danh cap duoc trich xuét téi cac dich vu chia sé file an

danh hodc may chu C&C.

Ngoai cac ma ddc ké trén, hé théng muc tiéu con chira ma doc Cryptmerlin co
chtc nang thyc thi Iénh gui té1 tor may chu C&C va FuxosDoor ma ddc cai vao IIS

trén may chu Exchange, thuc thi 1énh sir dung cmd.exe.

Cdc don vi ¢é thé tdi xuéng cdc ma IOC tai: https://alert.khonggianmang.vn/

Mot so IoC lién quan dén cac tan cong gan day:

Ma bam SHA256 cua file ma doc

42d4eb7f0411163189137
9c5cce55480d2d9d2ef8fe
af1075elaed0c52df4bbh9

95062728536f23h133575
6aelald68f1df22d58594e
ce9998caebh73772fd49f

6ad4deb5c7787e212dea5f03
3f8f7cd39aefc93e7¢c83¢c85
64dc2204813e8e76ff2

27042218e8d1a0491525h
35a6dc2fc0737841bcaed6
5b751e78769eadedad9751

c32156a7de42a61f5d584e
82dfbced690d23fd720800
24c1429143e5f20f0ad8

a298031b1c28f11f00d3h9
f6311fbfae881d6¢789e70
c4bchebeedf8165b94c6

cdde7878ed0529f9ef3ad5
8aa3084f1df6e2fh371807
b15539187539b060fed2

6f274955b1fh58cc9a6047
6bc5a9cd9d54c962cc29e
73db41b7786148ch74505

09abc579097b0bd8d1157
02bbleeb546d2401373c8
3385a52386ad4243f945e8

292f70bff5717608c289f4
146febcc06a2¢5d8192529
a8c51e18ec0f7b44dlcf

cd8630f8e07e16203195f5
63457a84beb08112fcbb4
d9ee1056a788174cf8f6b

98ddf03cabade4770cc06a
c8034h3468bd94094f581
3d28b74885e5ca6958895

03365cce37db511fdfaf8d
77a14f806a2d822a111aa8
cc032b5h341c0b0064a5

1378bde3aee0057ca2a58
54fee4d184479491ec624a
3bbf215098afaa6h82299

b17660d1a4c0258739024
187497be0b11530791d13
07d9e5556f04f0ac58d42f




b450311b5fc4333b26955
f7¢709cabl1fcfdbal68f1a8
839a93979a892a8c22cc

39f1c7095e1db05944¢eeda
08a2elc1h8c513eas81bfc
Och36ad106e3a8f38h5f

0c8c0b2837fbb9c15dalbf
b904ed3f3903e2d4d49¢99
9394068f274b014a09dd

a113c637bb81f9bbd3973
1672b242a8da5915ef4h5
e93d72cc9a7454b5e120b
d

43eaa0d954268d4fc7179e
c7578258c3459ee95b826
98363e0cafb700c05181a

d0575b3ced944dc627d04
7c60f23d25bd3aa0c4deab
69f784b9a80aae50fbd7b

25h9fdef3061c7dfea7448
30774ca0e289dba7cl4be
85f0d4695d382763b409b

6d64643c044fe534dbb2c |0
1158409138fcded757e55
0c6f79eadal5e69a7865bc

Dia chi mdy chu C&C

103.159.133[ ]209

45.192.178[.]208

38.54.71[.]140
(Snappybee)

103.159.133[ ]205

103.103.131[.]40

103.15.28[.]228

154.220.3[J17

156.255.2[.]202

103.103.128[ ]121

162.19.135[.]182

cdglobalclouds[.Jcom

broadmediacloud[.]Jcom

zmail.broadmediacloud].
Jcom (CrowDoor)

www.nodtecloud[.]Jcom

mail2-
Oda8aalc.oxcdntech[.]c
om (Zingdoor)

helpdesk.athenatechlabs|
.Jcom (CrowDoor)

supports.flarecastdns[.Jcom
(CrowDoor)

ns.starkaero[.Jcom
(Cobeacon)

pay.johannesburghotel[.]
net (CRYPTMERLIN)

kidshomeworkabc.global.ssl.
fastly[.]net (Cobeacon)

ap.missmichiko[.]Jcom
(Zingdoor)

portal[.]Jsppokemon].]co
m (Zingdoor)

svn.truecdnnetwork][.]Jcom
(Cobeacon)

lync.realtxholdem[.]co
m

globalnetzone.b-
cdn[.]net

amazoncdns[.]Jcom

www[.]euphemismscas
e[.]site

www][.]dbacloudsupport[
.Jcom

www][.]cloudshappen[.Jcom

www][.]Jamazoncdns].]c
om

supports[.Jdbacloudsupp
ort[.Jcom

ssl3[.Jawsdns-531[.Jcom

soffice[.]offices-
analytics[.Jcom

services|.]offices-
analytics[.Jcom

resource[.]offices-
analytics[.Jcom

redsquare|.]redcrosscol.
Jcom

portal[.Jtechmersion].]co
m

portal[.Jcdglobalclouds[.]Jcom

opengl[.]cloudshappen(.
Jcom

ns108[.]Jcloudshappen[.]c
om

ns101[.Jawsdns-531[.Jcom

ms119][.]Jnewsfreecloud
[.Jcom

ms101[.]Jcloudshappen[.]
com

mail[.]Jeuphemismscase[.]site

lInw-dd[.Jawsdns-
531[.Jcom

images|.]dbacloudsuppor
t[.Jcom

helpdesk][.]cloudshappen].]co
m

helpdesk[.]Jathenatechla
bs[.Jcom
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global[.Jtechmersion].]co | ge[.]Jhuseinhbz[.]click ftp[.Jtechmersion[.]Jcom

m

euphemismscase[.]site emv1l[.Jtechmersion[.Jcom emv1[.]Jcdglobalclouds|
Jcom

de[.]Jhuseinhbz[.]click credits[.]Joffices- cloudsrv|[.]cloudfrontsr

analytics[.Jcom v[.Jcom

cdn181[.]Jawsdns- cdn101[.Jcloudflaresrv[.]Jcom | cdglobalclouds[.]Jcom

531[.Jcom

cas04[.]Jawsdns- cachecloud].]cloudflaresrv[.] | cachelO[.]Jnewsfreeclou

531[.Jcom com d[.Jcom

cllr[.Jawsdns-531[.]Jcom | blog[.]Jtechmersion[.]Jcom auth[.]boxlibraries[.]co
m

2. Tai liéu tham khao

https://www.trendmicro.com/en_us/research/24/k/breaking-down-earth-
estries-persistent-ttps-in-prolonged-cyber-o0.html
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