UBND TINH QUANG BINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap — Tw do — Hanh phiic

Sé: 1931 /STTTT-TTCNTT Qudang Binh, ngay 20 thang 10 ndm 2023

V/v 16 hong an toan thong tin anh huong cao va
nghiém trong trong cac san pham Microsoft
cong bo thang 10/2023

Kinh gui:
- Van phong Tinh 1y, Van phong Boan BPBQH&HDND tinh;
- Van phong UBND tinh;
- Céc s0, ban, nganh, t6 chirc doan thé cép tinh;
- UBND cac huyén, thi x4, thanh phé.

S¢ Thong tin va Truyén thong nhan dugc Cong vin sb 1850/CATTT-
NCSC ngay 19/10/2023 ciia Cuc An toan thong tin - Bo Thong tin va Truyén
thong vé viéc 16 hong an toan thong tin anh hudng cao va nghiém trong trong
cac san pham Microsoft cong b thang 10/2023.

Theo d6, ngay 10/10/2023 Microsoft da phat hanh danh sach ban va thang
10 v6i 103 16 hong an toan thong tin trong cac san pham cua minh. Ban phat
hanh thang nay dic biét dang chu y vao cac 10 hong an toan thong tin c6 muc
anh hudéng cao va nghi€ém trong sau:

- L5 hong an toan thong tin CVE-2023-36778 trong Microsoft Exchange
Server cho phép doi tugng tan cong thyuc thi ma tir xa.

- L6 héng an toan thong tin CVE-2023-36563 trong Microsoft WordPad
cho phép dbi tuong tan cong thyc hién thu thap thong tin méd bam NTLM cua
ngudi ding. L hong hién dang bi khai thac trong thuc té.

- Lb hong an toan thong tin CVE-2023-41763 trong Skype for Business cho
phép d6i tugng tan cong thuc hién leo thang dic quyén. L6 hong hién dang b khai
thac trong thuc té.

- 02 16 hong an toan thdng tin CVE-2023-35349, CVE-2023-36697 trong
Microsoft Message Queuing cho phép doi tugng tan cong thuc thi ma tir xa.

-Lb péng an toan thong tin CVE-2023-36434 trong Windows I1S Server
cho phép do1 tugng tan cong thuc hién leo thang dic quyén.

Nham dam bao an toan thong tin cho hé théng thong tin ciia Quy co quan,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va
Truyén thong dé nghi Quy co quan quan tdm chi dao, thuc hién:

1. Kiém tra, ra soat, xac dinh cdc may tinh sir dung hé diéu hanh Windows
c6 kha ning bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co



2

bi tin cong (chi tiét tai phu luc ciia Cong vin so 1850/CATTT-NCSC kém theo
van ban nay).

2. Tang cudng gidm sat va san sang phuong an xu 1y khi phat hién co
d4u hiéu bi khai thac, tin cong mang; déng thoi thuong xuyén theo doi kénh
canh bao cua cac co quan chiic ning va cac té chire 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co tin cong mang.

Trong trudng hop can hd tro, Quy co quan lién hé Trung tdm Cong nghé
thong tin va Truyén thong thudc So Thong tin va Truyén thong (Pon vi thuong
truc Doi Ung ciru sw co an toan thong tin mang cua tinh); dién thoai:
0232.3846345; email: ungcuusuco@quangbinh.gov.vn.

Rat mong dugc su quan tim, phéi hop ciua Quy co quan./.
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